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Senate Proposal for Curbing ‘Leaks’ Escalates Regtitions on

Intelligence Employees Who Talk to Media
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The Senate Intelligence Committee passed an geelie authorization bill yesterday. The legislataccording to
committee chairwoman Senator Dianne Feinstein, dvfurid measures to “counter terrorist threats, gmethe
proliferation of weapons of mass destruction, enbarounterintelligence, conduct covert actionsaoict and
analyze intelligence around the globe.” All of whiis expected from the committee serving undentt®mnal security
state of America. In addition to all that, howewame proposals specifically aimed at “preventinguthorized
disclosures of classified information.”

Theproposalsome as a response to “leaks” on cyber warfarmsiglan, Obama’s “kill list” and a CIA underwear
bomb plot sting operation in Yemen. They are ttseilteof abipartisan offensivagainst “leaks” that Sen. Feinstein has
said comes from the White House.

One of the proposals is a restriction on the “nunaféntelligence community employees authorizeddmmunicate
with the media” and a “prohibition on current admer intelligence officials entering into certa@ontracts with
media organizations.” What this would mean exaistiyot defined in the talking points put forward Bginstein.
Would the “number of intelligence community emplegébe limited by establishing guidelines that flogked lower
level employees from talking with news organizasi®@Would it cut back on the number of individuathp could
speak in an official capacity about intelligencegtions?

What exactly does the intelligence committee meafcbntract’? Is getting an intelligence officialpproval to put
comments on the record a “contract”? Then thetregplart about this applying to “former intelligeraféicials” as well
as “current” officials. Would this put limits on wahpeople like NSA whistleblower Thomas Drake wolédable to
say publicly because they might share informatiat would reveal details on matters “sensitiveh#&dional security?
[Drake was one of six individuals President Bar&tlama's administration has prosecuted under thierizgge Act.
The Justice Department's casdlapsedn June 2011 and the government was forced tedettla deal where Drake
pled guilty to a misdemeanor but served no jaiktim

This is not far-fetched. Drake attended a Catdtlrtstevent today onThe FISA Amendments Act (FAA) and Mass
Spying Without Accountability Senator Ron Wyden, who has been bold in his sjpipo to how the government is
abusing the spying powers granted to it by FAA, asleed a question by Drake. Drake wanted to knatwigs
possible to provide collective security and notgthe dark side and violate Americans civil liest He mentioned
that he was the executive manager of ThinThreadpgram that would have made it possible for theegoment to
respect the Constitution while at the same timegating liberty. Wyden gave Drake an incrediblyiimesponse
saying he could not respond or go into specifiaideabout any technology being used by the goveniniHe, instead,
generally declared that he believed protectingcthentry in a dangerous time and protecting peomleitliberties is
not “mutually exclusive.”

How might Wyden answer this question if the Semateligence committee’s proposals were passeddngtess?
And would Drake be putting himself in a positionamd government could punish him for asking questimmmaking
comments at public events if these proposals wigred into law? Feinstein toldNN‘s Wolf Blitzer when she first
was expressing outrage at the “leaks,” "[It's ajijdem that we have people consulting. They livértlife with
classified information. They then get a consultawith your show or your station or some other statind they're
talking, inadvertently, | think, about informatidimat should not be talked about.” Given this eadtatement from
Feinstein, it seems reasonable to presume the meeiasutended to silence former intelligence erypés.

In addition to these provisions that explicitly rtien the media, the Senate proposals would red@executive
branch to notify Congress when it made “authoridisdlosures of intelligence information to the pailWhy would
this be necessary? It might be one way to ensatebngress be fully briefed on specific mattefotgedisclosures
occur. Quite often it seems Congress members ardsided by administrations that do not fill in pé&on what they
are doing on national security until a news sterghout to be released that will generate inténestational security
matter and put these officials in a position wheey have to answer questions.



The new measures call for the “Director of Natiolmalligence (DNI) to improve the process for caoting
administrative leaks investigations, including quieement to proactively identify leaks and takenaustrative action
when necessary.” The DNI has alreguigactively movedo institute anti-leaks measures. Intelligence legges will
now be required to answer a question on whethgrtithee leaked “restricted information” to journ&isr the news
media when they take a polygraph test that all eygas have to take every seven years. They willlzdssubjected to
an environment that further chills freedom of speess they could be issued “letters of reprimafittiey are
“suspected” of being involved in a “leak.”

A provision to “improve non-disclosure agreemedNBAs) and the penalties for non-compliance,” alavith a
measure that would require a “report from the aggrgeneral on possible improvements to the crihfirecess for
investigating and prosecuting leaks” are also exgtoposed legislation. The “improvement” to NDAwl additional
penalties is notable because such agreements ttyfiaim the government’s basis for at least twakke
prosecutions—the prosecution of former CIA agehinJdiriakou, who the government alleges revealedidientities
of CIA officers, and the prosecution of Pfc. BrgdManning, who allegedly released classified infation to
WikiLeaks. The government is using the NDAs as & teacharge individuals under the Espionage Achwit
transmitting information they should not have diseld. Since they state clearly what is expectergfloyees, this
makes it possible for the government to curb disicussin court about what an alleged leaker’s inteagpened to be. It
essentially transforms the Espionage Act into testacrets statute.

Feinstein, Rep. Mike Rogers, and others in Condtextshave led the charge against “leaks” wouldrcthere is a
“culture of leaks” that has got to change. As blerg@lenn GreenwalbighlightedTuesday, Feinstein is one of the
biggest leakers in Congress and yet she vehenfagtitg to strengthen secrecy powers in Washingtotiat more
“leakers” and/or whistleblowers face punishmente 8ls0 gets it wrong because really, if theredslture at all, it is a
“culture ofhigh-level leaks” that she and others are railing againsi-level employees understand the chilly climate
well and are likely to not be willing to talk toefpress because they might lose their job. Thespecially true if they
are exposing corruption or malfeasance in an ingiit. Just look at what happened to scientisteénFood & Drug
Administration (FDA) when they tried to go throutjte proper channels to blow the whistle on dangesgd by
FDA-approved medical devices. They werijectedo a surveillance operation designed to limititlaility to have
any impact. If this is what happens to individuatshis level of a government agency when they Hatws supposedly
proper, one can only imagine what would happehdf¢same people were just getting on the phoneatodidout what
they know about an agency and what its leaderd@rg on a daily basis.

In essence, this hysteria over “leaks” is a war mgsbpolitical elites. Elite Congress members Heénstein are upset
that Elite Members of the Obama administration vieterviewed by journalists like tHéew York Times David Sanger
for his book (who one could argue is an Elite Jalist). These politicians have bowed to the undeataridea that
there should beo free flow of informatioron national security and so all possible measunaginable should be
enacted to curb “leaks.” At the end of the day, &esv, none of these measures will stop eliteserCthama
administration from “leaking” for self-serving purges. They will still be able to “leak” and get awaith it. In fact,
they are getting away with it now, to an extentawese there is no Justice Department investigatiorfieaks” on the
“kill list.” The two US attorneysppointedby Attorney General Eric Holder are only investigg the cyber warfare
and CIA underwear bomb plot sting operation leaks.

What the proposed measures will do is ensure épatrters are less able to talk to sources in therldevels of
intelligence agencies and that low-level employlees an even greater possibility of prosecutioretaliation if they
open their mouth and educate the public on thethiags really work inside of a government intellige agency. It is
likely to escalate the war on whistleblowing andHer entrench a culture in the Justice Departrifettfavors
criminal prosecutions of leakers that in turn atidthe chilling of freedom of the press that alreesists. It is likely to
make it so high-ranking officials can talk even mopenly about national security secrets withoasequence, but,
even if the secrets are widely known, lower levaptoyees will not be able to discuss such secdetspite the fact
that they may become part of a conventional wistiwah functions in a propagandistic way and provicager for
clear abuses of power.

Update

Greg Miller of theWashington Post, who would likely find many of his potential soescessentially gagged if these
measures became langds

The ban on television contracts could block — astéemporarily — an often lucrative post-governhpeth for
security officials. The White House recently heldomference call to discuss the disrupted Yemaeatipith former
officials of the George W. Bush and Clinton adntirsiSons now working on television, including Fraawnsend,
Roger Cressey and Juan Zarate.



The proposals would not only restrict what critidghe national security state like Thomas Drakglmsay
(especially if he were to take a contract with evsishow), but it could potentially prohibit apolsi and cheerleaders
of the national security state from going on agularly.

There would be minimal discussion of national sigissues, even less conversation than mediadrasrtly (and
media already pays limited attention to nationalisigy issues).



